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• Safety-critical applications require rigorous re-validation to ensure safety 
 of human lives and to avoid financial loss

• System size and complexity make
 re-validation costly and time consuming

2.25M test cases*
28 months to certify

operational increment**

Reduce re-validation cost and effort by focusing on program differences

Source-based differencing techniques identify location of program differences

 ✘  Imprecise
 ✘  May miss changed behaviors

 ✔  Widely available
 ✔  Inexpensive

Sensitive to formatting and minor syntactic changes

DIFFERENTIAL SYMBOLIC EXECUTION
DSE computes differences

based on program behaviors

❖ Selective Re-validation
❖ Change Characterization
❖ Test Case Selection/Prioritization
❖ Refactoring Assurance

❖ Test Suite Evolution
❖ Impact Analysis
❖  …
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On input match() Version 3 match() Version 4
x == null && y  == null throws java.lang.NullPointerException returns TRUE
x == null && y !=null throws java.lang.NullPointerException returns FALSE
x != null &&  y == null throws java.lang.NullPointerException returns FALSE
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✔  More precise than source based differencing techniques
✔  Leverages program commonalities
✔  Useful for a wide range of software evolution tasks
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Three year development effort:*
 •  6895 revisions

 •  870 builds

 •  Fix defects

 •  Extend functionality

 •  Refactor to improve maintainability

 •  Improve performance

 •  Add new features


