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Safety Cases @

Safety Case*

A structured argument, supported by a body of evidence
that provides a compelling, comprehensible and valid case
that a system is safe for a given application
In a given operating environment.

— Contrast with process-based approaches

— Safety is interpreted as the freedom from those hazards considered as presenting
unacceptable mishap risk.

* Uses a process for hazard identification and analysis
* Requires a process for defining/ characterizing “unacceptable risk”

— Safety cases
* Justify the measures taken for hazard mitigation

» Can be represented in various ways
—  Graphically
—  Structured text

* UK Ministry of Defence, Defence Standard 00-56, Part 1, Issue 4, June 2007.



Automation

» Safety cases are typically constructed manually
— Laborious
— Static
— Top-down
— Susceptible to confirmation bias

 We aim to automatically assemble (fragments of) safety cases from
— Engineering data
— Safety analyses
— Tool output
« Formal verification
« Simulation
» Testing
— Compliance with regulations

* Automation can support
— Bottom-up construction
— Tracing to large amounts of data
— More explicit reasoning, less gaps
— lterative Development
— Queries and abstractions: multiple views



Heterogeneity @’

« A safety argument requires the integration of diverse sources of
iInformation




Heterogeneity

« A safety argument requires the integration of diverse sources of
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Heterogeneity @’

« A safety argument requires the integration of diverse sources of
iInformation

— Mathematical theory Flght Test 050909-1, Athena SS111m NSIGPS Data
— Flight test maneuvers*
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* Corey Ippolito, Design of an Autonomous Control System for a Small-Scale UAV.



Heterogeneity @

« A safety argument requires the integration of diverse sources of
iInformation

_ Mathematlcal theory g \MndTunneICalihratinnTestaniwe-HdeF'hmF'rnhennEA\fD{EQ
— Flight test maneuvers
— Calibration experiments
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Table 2. Resulting Calibration Coefficients

Ba=o =  -0.03776 rad

-2.163 deg
K’ = 4526366 rad”’
m = 0.4688379
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Heterogeneity

« A safety argument requires the integration of diverse sources of
iInformation

: Design HESERIES 2% 3" STROKE
— Mathematical theory - rear Inc
— Flight test maneuvers
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. . . Special Effects Wide Temp. Range
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— Calibration experiments et Rehware
Animatronics modular system

These Professional Linear Actuators comhlne power and speed in a rugged miniature precision package never seen before.

— M a n u faCtu re r d ataS h e etS Designed for robotics and ions these are built with the best components available.
Qur custom Maxon  coreless DC motor with planetary gearhead, linear feedback potentiometer, and mil spec limit switches.

give it an estimated 10mil.+ cycle life. The lead screw, drive gears, rod, dual bearings, and hardware are all Stainless Steel.

To operate directly with an RC Hobby Radio or an 0-5V position signal, order this actuator with feedback and our
separate S6PWM Servo Motor Controller for each. A true "plug & play system”, factory tested and ready for you to install!
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Heterogeneity @

« A safety argument requires the integration of diverse sources of

iInformation
— Mathematical theory Pr——

. M[ml)ag_l:&
— Flight test maneuvers B e (N0 SiC ot CIC )

— Calibration experiments
— Manufacturer datasheets
— Flight operations procedures




Heterogeneity @

« A safety argument requires the integration of diverse sources of
iInformation

— Mathematical theory (g
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— Manufacturer datasheets ‘ S

— Flight operations procedures
— Software verification I
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Heterogeneity @’

« A safety argument requires the integration of diverse sources of
iInformation

— Mathematical theory

— Flight test maneuvers

— Calibration experiments

— Manufacturer datasheets

— Flight operations procedures
— Software verification

— Systems and software safety analyses
— EXxpert opinion




Heterogeneity @’

« A safety argument requires the integration of diverse sources of
iInformation

— Mathematical theory

— Flight test maneuvers

— Calibration experiments

— Manufacturer datasheets

— Flight operations procedures
— Software verification

— Systems and software safety analyses .
— Expert opinion L

Challenge:

A methodology and framework that allows integrated reasoning about
disparate forms of evidence



Target System: Swift UAS

Experimental Autonomous Vehicle Program
— Research vehicle program, Code TI, NASA Ames

Electric motor, lithium batteries, high glide ratio, all
composite wing structure, steel/aluminum fuselage
frame

Swift configuration

— Very low latency, computer controlled with multiple
onboard full-power CPUs

— UAS consists of ground system (GSC) and flight
system (UAV)

UAV Modules Script Files

Reflection architecture

Reflection Virtual Machine
— C and C++ component-based plug-and-play

infrastructure

I i i ; CGL th/physics lib
— Real-time embedded avionics system architecture (math/physics library)

Operating System on Platform: Windows XP
Embedded

Commands in Reflection script, uploaded from
ground system, and interpreted by onboard VM



Safety Methodology

System Safety Process

| {(FAA/ NASA / MIL STD 882D / )

Concept Documents
SWIFT UAS (Preliminary) design documents

EAN design documents
Preliminary hazard list &

LEGEND:
=Data> » : Data flow
=Data= ¥ Data flow

I:I : Process ! Process step

Risk Analysis
Severity
Likelihood
Categaorization
Prioritization

Hazard |dentification Hazards »

Hazards with Risk reduction/ )
unacceptable risk » Mitigation Safety Reguirements &
1
/
_____________ S

Hazards with unaccaplable risk ¥ ¥ Safety Requirements

Concept Documents

SWIFT UAS (Prefiminary) design documents
EAV design documents

Other relevant documents

Safety SWIFT UAS Safely Case »
Argumentation

* Philosophy: Safety argumentation process driven by system safety process

« Safety argumentation process
— Argue safety over all identified hazards having unacceptable risk
— Automation and heterogeneity

o System safety process
— Hazard identification and risk analysis
— Safety requirements to eliminate risk or reduce to acceptable levels
— lterative and successive refinement

 Phased development instead of isolated development

— Safety argumentation influences, and is influenced by, system development and safety analysis



Safety Methodology

* Hazard identification for the Swift UAS (Ongoing)
— Failure hazards
— Situations in the operating environment

—  Interactions, ConOps Fragment of identified hazards (PHL)

NO. SYSTEM SUB SYSTEM COMPONENT / LOCATION STATE / SITUATION IS HAZARD? RATIONALE
1 AIRCRAFT
11 Actuation Failure ves Actization failure may resull in an aircrafl which cannol be predictably
manoauvrad
111 B e e Failure ves acir::lrml surface acluator failures can result in an unmanoeuvrable
1.1.1.1 Winglet actuator (L & R) Failure Yas
P
1142 Elevon actuator (L & R) Failure Yes :ﬁélr;m;sor eleven aclualor results in failure lo control elevators and
1.1.1.3 Flap actualor (L & B) Failure Yes Failure of lap actuater resulls in failure Lo contral flaps
3 Streering actuator failure results in an aircraft that cannot be steered
112 idtoruy it Failura Yes on he g?nu nd introdueing a potential for runway incursion /| excursion
11.21 Front wheal steering aciualor Failure Yas
1.2 Propulsion Failure Yes Propulsien failure results in lass of ML and! or thrust
1.2 Elacitric molor system Failure Yas
12441 Malor confraller Failure Yas
12.1.2 DG matar Failure Yas
1.3 Avionics Failure Yes Avionics failure resulls in loss of contral
1.3.1 Avionics hardware Failure Yes Avionics hardware failure may resull in loss of control
T : . ;

1344 Flight sansors Failure Yes ::Pasn::;:g:ras will result in incarreet computation of control
1.3.1.141 IMUIGPS (Rockwell Colling Alnena 111m) Failure Yes
13112 DGPS (Movatel OEM4-G2) Failure Yas
13413 Air data probe Failure Yas
13114 GPS antenna Failure Yas
1.31.1.5 DGPS antenna Failure Yes
1.31.1.8 S0OMHZ Cmni antenna Failure Yes
1.3.1.2 IO Board - Parvus COM-1274 Failure Yes
1313 Flight computer - ADLB45PC-L 2400 Failure Yas Flight computer failure may resull in loss of central
1.3.1.4 Pewer board - Tri-M HPSC104-5ER Failure Yas
1.3.1.5 Pontech motor controller Failure Yas

Radio modem Failure Yes
1.3.2 Avianics software Failure Yas Avionics software failure may result in less of control
1.3.21 Autopilat Failure Yas Autopilot failure may resull in loss of control
13214 Flight management syslern (FMS) Failure Yas
1.3.21.2 Autapilol (AF) Failure Yas
1.3.21.3 Waypoint Failure Yas
1.3.22 gslim Failure Yas
1323 javmodem Failure Yas
1.3.2.4 ap_rcap Failure Yes
1.3.2.5 datlastore Failure Yes
1.3.26 ap_failsafe Failure Yas
1327 pesfilter Failure Yas
1.3.2.8 sv203interfacs Failure Yas
1.3.29 Reflection virtual maching Failure Yes
1.3.2.10 CGL Failure Yes

1.3.21 Scripts (rff and rfs files) Failure Yas



Safety Methodology

.

Fm————————

— Fragment of Preliminary
- Hazard Analysis

PHA is ongoing

[+ HAZARD | SCENARID DESCRIPTION POTENTIAL CAUSES EFFECT OM SYSTEM | CONSEQUENCES
ANVIONICS SOFTWARE: AUTOPILOT
PHA_DEAPP_AVCS 012 Flight management system (FMS) Failua
1. Deadlocks {1} Incorres! computalion ol control surface
PHA_DEAPP_AVCS 013 AP Failura 2. Tirrirg armons sgnals

PHA_DEAPP_AVCS 014

PHA_DEAPP_AVCS_015

‘Waypoin! dala Failure

Autaplo! module

3. Memary cormuplian

4, Incores! spacificaion

5. Incares! imglemenlalicn

a. In@ccurata [ incomec
assumplions

7. Wiireng imerpredation of theory

{2} Incarmes! &1ualor 'ﬁgl’lﬂh supplied

13} Loss of conlral over flighl surfaca

{4} Lioes of reission

15 Lo=s of Might

16) Ircamec! computation of waypoinls ard
hieadings

17



Safety Methodology

o i

~ Fragment of Preliminary =

7
/
4

| RISK
LIKELIKOOD  SEVERITY pyc—

PHA is ongoing

MITIGATICN

MEASURES CORRECTIVE ACTION

Farale Wajor a3
Prabalbhe Majar 3A
Remale Hazardous 28
el Hazardous 28

SAFETY REQUIREMEMT

iarify hal specficalion is
corsban wilh theory

{1} Graund slafian pilol Vearify correct aulopilal
carfralar ovarridas irmplarartalion
aubapilol

(2} Failsale aulopilet | +11 ¥erfy legality of issued
infervenes whan failure | SOMMands

ol autapiol dateciad {2} Guararbae corract
’ imeroralatian of commands

(1) varity legality of isgwed
cammands

{2} Guaranias correct
irmerpralation of commands

[FEP_AVCS 004) 'When FMS lailure is detectad, il is
ﬂl‘f-ﬂ:.lﬁ e casea thal failsale autaplol B\'Enluﬁll‘r' lakag
carkial within 8 sgecliead tima duralion

[FSP_AWCS_003) When AP failure is detected, il is
atways the case thal failsale avlopiol everiually lakes
aartial within 8 speciad tima duralion

[A1] Commands musl be inerpraled comestly
[A2] Mo command shall make he autapilol exacuis an
unrsale marauvar.

A 1] Commands musl be inerpraled comesily
[A2] Mo command shall make ihe autapilol exacule an
unrsale marauvar.

18



Software Verification Methodology @

« Key verification component:
Check implementation against
design

Design

Implementation | Verify
(Flight Software)

e (Mathematical
Specification)

19



Software Verification Methodology

Implementation
(Flight Software)

<.

Verify

» Software requirements
- Arise, in part, from software safety
analysis
- e.g., requirements on software to
mitigate identified hazards

- Constrain flight software design

Design

(Mathematical
Specification)

20



Software Verification Methodology

Implementation
(Flight Software)

<.

Verify

« System requirements
- Arise, in part, from system safety
analysis
- e.g., hazard mitigation measures
to be implemented by the system

- Flow down to software
- Express stakeholder needs

Design

(Mathematical
Specification)

21



Software Verification Methodology

Flight Software

Implementation
(Source Code)

P

Verify

Library Functions

 Verification of flight software
- Specifically verification of the source
code
- Against mathematical specification

Design

(Mathematical
Specification)

22



Software Verification Methodology

Flight Software

Implementation
(Source Code)

 Verification of flight software

- Specifically verification of library
functions

- Testing against function
specifications

Library Functions

: Design
Veri .
< fy (Mathematical
Specification)
Test Function

<

Specifications

23



Software Verification Methodology

Flight Software

Implementation
(Source Code)

&

Verify

Library Functions

<

Test

Design
(Mathematical
Specification)

Function
Specifications

» Function specifications derived from
software requirements

24



Software Verification Methodology @

» Design defined within the context of a
domain theory

Domain Theory

(Axioms)

Flight Software

Design
(Mathematical
Specification)

Implementation | Verify
(Source Code)

Test Function
Specifications

Library Functions <

25



Software Verification Methodology

 Verification of domain theory against

mathematical models (physics)
- Viatesting.

Mathematical Domain Theory

Model (Axioms)

Flight Software

Design
(Mathematical
Specification)

Implementation | Verify
(Source Code)

Test Function
Specifications

Library Functions <

26



Software Verification Methodology

 Verification of mathematical models /
specification via inspection

Mathematical Domain Theory

Model (Axioms)

Inspect

Flight Software

Design
(Mathematical
Specification)

Implementation | Verify
(Source Code)

Test Function
Specifications

Library Functions <

27



Software Verification Methodology

* The role of verification in the context
of safety analysis

Mathematical Domain Theory
Model (Axioms)
Inspect
Flight Software
i : Design
Implementation | Verify :
(Source Code) (Mathematical
Specification)
A
!
1
\ !
- \ Partially /
Library Functions ~ [€ Test Function . defi /
ry Specifications \\ etine /I
Safety analysis
' Identify ~_ (System and
| Mitigation PR Software)
1

______________________ > Hazards

28



Software Verification Methodology

» The role of verification in the context
of safety arguments

Mathematical Domain Theory
Model (Axioms)

-
h

Goals / sub-goals to
achieve in the

: argument
Flight Software N —
- -~ -
y
- Design
Implementation :
(Source Code) (Math_e_mafucal
Specification)
. . Function
Library Functions Specifications
Safety analysis
) (System and
L wuitioaton e——— =TT Software)
| -
e e eemmmmmmmoo > Hazards <

29



Software Verification Methodology

» The role of verification in the context
of safety arguments

Mathematical .| Domain Theory
Model [ (Axioms)
Goals / sub-goals to
achieve in the
: argument
Flight Software — - = =
- -~ -
\
Design

Implementation
(Source Code)

(Mathematical
Specification)

Library Functions < > Sngi:‘]i((::t;?ir(])ns
Safety analysis
' ’——"—-~\\ . (System and
] s N -7 Software)
e M e
N » Main strategy - argue
S~ - = for mitigation

30
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Software Verification Methodology

Domain Theory

» The role of verification in the context
of safety arguments

Mathematical

Model

/ Inspect

'l
T

! Flight Software

\ Implementation | Verify

\ (Source Code)

\
\
\

Lib}a(y Functions
N

Test

~
-~
~

N~

(Axioms)

Design
(Mathematical
Specification)

Function
Specifications

Hazards

Strategies,
\ Evidence,
\ Justification,
\ Assumptions

Software
Requirements

System
Requirements

Safety analysis
(System and
Software)

31



AutoCert

* Analyses source code using theorem proving
 Domain theory defined using math equations
» Generates chain of reasoning from assumptions to requirements

 Traces between code, documentation and V&V artifacts

] Destination Waypoint Current Position

{dstwpPos) Line Intercept For Xtrack | {CurrACPos)
(B)

Source Waypoint
{srcWpPos)

Line Slope for XTrack
(M)

| Currentto Destination Vector CrossTrack Error

(lineAC2Ds) {PID.m_currentXTrackErr_rad) i

Source to Destination Vector :
{lineSc2Ds) CrossTrack Delta Heading

{PID.m_xtracksignal_deltaheading)
Desired Heading
{PID.m_desiredHeading_rad)

-
CurrentHeading _
{AD.m_heading_rad) - i
- Desired Roll
Current Roll {PID.m_desiredRoll_rad)

{AD.m_roll_rad)

Key: (variable name)
Aileron control PID = m_pidTarget

{m_aileron_m1pl1}

Input Computed T
variables variables

AD = AirplaneData

32



Regulatory Framework @

« NPR 7150.2A - NASA Software Engineering Requirements

« NPR 7123.1A - NASA Systems Engineering Processes and Requirements
« NPR 7900.3B - Aircraft Operations Management Manual

« NASA-GB-8719.13 - NASA Software Safety Guidebook

« NASA-STD-8719.13 - NASA Software Safety Standard

« NASA-STD-8739.8 - Software Assurance Standard

« NPR 8715.5A - NASA Range Flight Safety Program

* NPR 8715.3C - NASA General Safety Program Requirements

« NPR 8705.5A - Probabilistic Risk Assessment (PRA) Procedures for Safety and
Mission Success for NASA Programs and Projects

« APR 8705.1 - System Safety and Mission Assurance (NASA Ames)

A safety case should be aligned with the relevant regulations

—> Justifies how evidence generated from compliance with regulations supports claims
about software and system safety.



Safety Argumentation

 Document safety cases using Goal structuring notation (GSN)*

<ldentifier> Constraint: <identifier=: Goal in context of <ldentifier>: Context
E_g. Certification works on Source = E.g. the sofiware satisfies all given E.g. The software consisis of the
g o g
Level Representation Only requirements following modules 50hz.c, Atte, VSc
Is sofved by \
Y <ldentifier> Undeveloped

. Strategy:
<Identifier> Model: <Identifier= Sirategy:

o E.g. Argument based on
E.g. Hoare style program verification E.g. Argument based on

. testing software
; ! proof of partial correctness
lising specific proof rules Wit the glven reguirements
<ldentifier=: Assumption
E.g. Mo requirement is used
as an Assumption A <dertif
ntifier>: :
<identifier>:
aew Undeveloped Goal Undeveloped and
<|dentifier> Justification: Uninstantiated
E.g. Test software Goal
E.g. SRS Inspection for path coverage
J <

=ldentifier=:
Evidence:

<Identifier>:
Undeveloped
Evidence

E.g. Axiom
transpose_malrix

Path Test
Coverage

* Tim Kelly. Arguing Safety: A Systematic Approach to Managing Safety Cases. PhD thesis, University of York, 1998



Safety Case Fragments — Swift UAS

 Options
— (1) Argue (mitigation / elimination of hazards) over phases of operation
« Take off, Climb, Cruise, Survey, Return-cruise, Descent, Land.
* Need to address safety of transitions between phases
+ Addressing hazards which change risk categories across phases

— (2) Argue (mitigation / elimination of hazards) over system architecture
» Airborne system (Swift UAV)
— Actuation
— Propulsion
— Auvionics (HW / SW)
— Contingency management
— Power system
— Structure
e Ground system
« Communication infrastructure
* Need to address safety of interactions between systems
+ Maintainable and Modular argument

35



Safety Case Fragments — Swift UAS

C6_Top: Ranga (Location and site
of operation)
—Eb( C57_Top: Weather condilions )
C75_Top: ¥ L
_Top: Specified mission
¥ —D(CTG_Tnp: Specified configu rallon)

S1_Top: Argument over

G1_Top: SWIFT
UAS s safe

System-level safety
case fragment

C2_Top: SWIFT UAS Design management
plan and Design documentation

[C. Ipgalito, Avisian i iation. Swift all UAS Subsystemns and : .
UI;S D;Sillgo: h?zarngarsxrn?\;laﬁ]n Intar:ﬁgzny:lmsen A1b_::r:>£|n|1 ;?;21:;:2 r:;:\.ne _ U SI n g O ptl 0 n ( 1) for
[C. Ippolita, Intreducting the Swift UAS | Q corectly identified A r .
; ; + : exemplification
: : G4_C ication: SWIFT G5_0, ion: SWIFT 1
oniiesis || | o savons gt Il RS — Slice of overall safety
C3 UAV: Definition of are safe infrastructure is safe interactions are safe

hazard from MIL-STD-882D

> &> argument

2_UAM: All UAV fallure hazards
have been completely and
comectly identified

i
§2_UAV: Argument
over all identified
SWIFT UAV hazards

C4_UAV: |dentified
hazards during Swift LAV =]
Hazard analysis

C5_UAV; Definition
= of acceptable risk and
risk categories

C6_UAV: |dentified hazards
[~ during SWIFT UAV hazard
analysis

GB_UAV: Risk of hazards arising from operating G7_UAV: Risk of SWIFT
environment of SWIFT UAV are mitigated or reduced UAV failure hazards are
to aceaptable levels mitigated or reduced 1o

accaplable levels
<

Y

53_UAV: Argument over
known SWIFT UAY failure
hazards across all oparating

phases

4_UAV: SWIFT LAY Concept
Operations (ConOps)
[C. Ippolito, A vision for greener
aviation, Swift UAS Design
Management Plan]

Y

L

Y

G&_UAV_TakeOff:
Risks associated with
SWIFT LAY failure
hazards during take-off
phase are mitigated or
eliminatad

GO_UAV_Climb: Risks
assoclated with SWIFT
VAV failure hazards
during climb-phase are
mitigated or eliminated

G63_UAV_Cruise: Risks of
SWIFT UAV failure hazards
during Cruise are mitigated

or eliminated

G67_UAV_ReturnCruise;

<&

<>

<&

Y

G59_UAV_Descent: SWIFT

UAV failure hazards during

descent-phase are mitigated
or eliminated

Developed further in Safety
Argument Fragment 02

Y

| G62_UAV_Survey:

<

36



Safety Case Fragments — Swift UAS

G59_UAV_Descent:
SWIFT UAY failure hazards
during descent-phase are
mitigated or eliminated

Cid_UAV_Descent:
Identified hazards during

Y

Ad_UAV_Descent: All
failure hazards during
desceant have been
identified complately and
comecty

for subsystem

— Tying system safety

descent in Swift LAY Hazard
analysis

53_UAV_Descent: Argument
over all identified SWIFT UAV
subsystem failure hazards
during descent

C53_UAV_Descent: UAY Architecture
[C. Ippalito, Introducting the Swift UAS]

(safety) goal

f Y
G33_UAV_Descent_Avionics: G37 UAV Descent
Avionics failure hazard during “Structures
descent is eliminated or mitigated

C20_UAV_Descent: FTA and
FMEA of SWIFT UAW during
descent

542_UAV_Descent_Avionics
+ Argurment over mitigation of
identified causes of avionics
failure during descent

Ad6_UAV_Descent_Avionics:
All causes of Avionics failure
during descent are identified

Y

G49_UAV_Descent_Avionics_
Hardware: Hardware failures
during descent are mitigated

Y

¢ G52_UAV_Descent_Avionics_
Software: Software failures
during descent are mitigated

Devalopad further in Safaty
Argument Fragment 03

Y Y

G2_UAV_Descent_Actuation: G10_UAV Descent_Propulsion:
Actuation failure hazard during Propulsion failure hazard during
descent is eliminated or descent is eliminated or mitigated

mitigated
<

A7_UAV_Descent_Actuation:
Al causes of actuation failure
during descent are identified

514_UAV_Descent_Actuation:
Argurent of mitigation over
identified causes

22 _UAV Descent_Actuation:
|dentified causes of Actuation
failure during descent

G24_UAV_Descent_Actuation:
Readiness of acluators for use
confimned through pre-flight
inspection

G25_UAV_Descent_Actuation:
Actuators do not collide with or
interfere with existing structure

<o

E31_UAV_Descent

_Actuation: Flight
day procedures

« Safety case fragment

goal to sub-system
goal to software
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G52_UAV_Descent_Avionics_
Software; Software failures
during descent are mitigated

]

L
S10_UAV_Descent_Avionics
70_UAV_Descent_Avionics _Software: Argument by s ;‘ﬁ;ﬁ;fmﬂfgf J67_UAV_Descent_Avionics_Software:
Software: Defeition of Sansfam"j-n of functional safety morrectness of Eunclional .ﬂ:.w:!nlcs software is s_alaty ralat_ad and
functional safely propert properties on SWIFT LAY Requiremants on Avionics avionics software functional requirements
y property Avionics software during E;th-.rare are also functional safety properties
dascent

Y

G18_UAV_Descent_Avionics_

Software: SWIFT UAY Avionics
software safisfies functional
safely properies applicable

during the descent phase

G14_I.IA‘I|I'_Des-uent_A'u'innii:5_
Software: Functional
requirements on SWIFT LAY
Avionics software are comect

<

<

o Safety case fragment for software

— Autopilot is safety relevant, failsafe autopilot is safety critical (HazAn)
— Mitigation of autopilot / failsafe autopilot failure hazard - Safe behavior
— Required correct behavior is also safe behavior

— Strategy used: argue correct behavior of autopilot / failsafe autopilot
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Safety Case Fragments — Swift UAS

G52_UAV_Descent_Avionics_
Software: Software failures
during descent are mitigated

« Safety case fragment for
software (cont.)

— Required correct behavior
Is also safe behavior =
Argument for correctness

2_UAV_Avionics_Software: Reflection
System Execution Layer
[C. Ippelito, Reflection Programmer's Manual,
Version 1.0.091202.1205
2 Dacember 2008

51_UAV_Descent_
Avionics_Software:
Comectness
argument aver all
software execution

layers and

components 4_UAV_Avionics_Software: Reflection

system components

[C. lppolito, Reflection Programmer’s Manual,
Version 1.0.091202.1205
2 December 2009
i Y ¥ Y Y

G19_UAV_Descent_Avionics G16_UAV_Descent_Avionic

G24_UAV_Descent_Avionics
_CGL: Common Graphics _Modules: SWIFT LAY Scripts: SWIFT LAY
Library |s comect avionics software modules and saftware scripts are comect

O commands are correct <> cur:gﬂy Q

G22_UAY_Descent_Avionics G26_UAV_Descent_Avionics
o ot T WinXP: Windows XP

_ s_Reflection: Reflection
Embedded O3S behaves

Virtual Machine is correct

Y

S53_UAV_Descent_Avionics

_Software: Argument cver all

SWIFT UAY avionics madules
and commands

%

C3I3_UAV_Avionics_Software:
SWIFT UAY Software Architecture

v l

G50_UAV_Descent_Avionics_
SW_Autopilot: Autopilol module
is cofmact

GAT_UAV_Descent_Avionics_
SW_Modem: Modem interface
module is comect

Gd4_UAV_Descent_Avionics_
SW_GS: Ground station
imerface module is cormect

G41_UAV_Descent_Avionics_
SW_Servo: Serva interface
madule is cormect

Daveloped further in Safely
Argument Fragment 04

'S

&

<o
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G27_UAV_Descent_Avionics_SW_
Autopilot_autopilot: Aircraft
state information properly received

from sensors

Y

S549_UAV_Descent_Avionics Y
_SW_Autopilot_autepilet C55 UAV Descent Avionics: S552_UAV_Descent_Avionics_
= Argument over cormect i - P P SW_Autopilot_autopilot:
formulation of Aircraft state Viariables representing sensor inputs Argument over comrect AID
from received sensor data COMYEFSIoN

Y

S30_UAV_Descent_Autopilot:
Argument over all sensors

C36_UAV: Variables for
sensors on SWIFT UAY

< S

“Y C38_UAV: UAV Physical Design C54_UAV_Descent_Avionics:

Avionics SW design

Y

23 UAY Doscant ADFS: « Safety case fragment for software

Air data (Pitot) probe
provides correct sensor

Vel o autopics — Relation of software goal to external
y non-formal information

524_UAV_ADPS: Argument
owver all measuremants from

air data probe
v ' ! Y
G4_UAV_ADPS: Air data G12_UAV_ADPS: Air data G15_UAV_ADPS: Air daia G16_UAV_ADPS: Air data
probe comectly measures probe corectly measures correctly measures sideslip probe correctly measures air
angle of attack airspeed angle flow pressure
¥

59_UAV_ADPS: Argument by
comect experimental
calibration of air data probe

C13_UAV_ADPS: Theory
relating angle of attack to
pitch angle

¢ Correlation of Attack Angls Versus Pitich Angle
Wiid Turedd Calbralion Test ol o Pidgt Pigte an EAVDOD
53 UAY ADPS: Comect 7_UAV_ADPS: Wind tunnél - =L ;
calibration for air data probe erp::lorg:nc:llfg;iilggata bk 5 =
Fu = carl
3 . S
oot v =0 G e 4+ 0177008
= l R = D9o0mm
E ; Table 2. Resulting Calibration Coefficients
E1_UAV_ADPS: . i ¥ -+ =1 '
Data from wind E2_UAV_ADPS: ESESREEST e foo = 003776 rad
lLlll'\I'|E|[ regression analysis | === ——— - - > o R Bty -2.163 deg
S:jfz;:genrjbz" of wind tunnel 3 = B e S K = 4 526366 rad™
P experimental data . P | | m _ 04688379
Fich Angle rad) K = 2122132 rad |




Safety Case Fragments — Swift UAS

GT3_UAV_Descent_Avicnics
_SW_Autopilot_AP:
Implementation of PID

controller updates for each
aircraft controdler surface is
corract

'

5 UAV Descent_Avionics SW
Autopilot_AP: Variables comectness of implementation of
representing each control surface PID controller for each control

surface

525_UAV_Descent_Awvionics_S
W_Autopilot_AP: Argument over

G4 UAV Descent_Avionics_
SW_Autopilot_AP_Aileron:
Implemeantation of PID
controller is correct for Aileron
control surface

'

834_UAV _Descent_Avionics
_SW Autopilot_AP_Ailleron:
Argument over computation
steps in implementation of PID
controller for Aileron control
suface

Safety case fragment for
software subsystem

G5 m_aileron_mipi:
Implementation of Aileron

Ad1_ UAV Descent_Avionics
SW_Autopilot_AP: Command
for landing given and recognized

A

11_UAV Descent_Avionics_SW ™
Autopilot_AP_Aileron: Specification
of PID controdler for Aileron control
surface

output contral is correct

— Reasoning about implementation <&

11_UAV Descent_Avionics_SW ™
Autopilot_AP_Aileron: Specification
of FID controller for Aileron control
surface
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Safety Case Fragments — Swift UAS

11_UAV_Descent_Avionics_SW
Autopilot_AP_Alleron: Specification
of PID controller for Adleron control

G54_m_aileron_mip1:
Implementation of Aileron
output control is corect

surface
G32_m_pidTargets. m_desired
R;;!;::g’réﬂ‘iamﬁu}';" i:f $33_UAV_Descent_Avionics
wrectp _SW_Autopilot_AP_Aileron: 8_UAV_Descent_Avionics_SW_Autopilot
Argument using AutoCert o AP_Aileron: Definition of implementation
Prave comectness of correciness
implementation
G57_m_pidTargets. m_desired
Heading_rad: Implementation of
Desired heading computation is
correct
Y
G38_m_aileron_m1p1:
Verification conditions for
Implemeantation of Alleron
GB0_m_pidTargets.m_xtracksignal_ cutput control are comrect
deltaheading: Implementation of
Crosstrack delta heading computation
is comect
Y
l S16_ATP:

- Argument using C42_UAV_Descent_Avionics_SW
G63_m_pidTargets.m_currentXTrack Automatic _Autopilot_AP_Aileron: Axioms
Emr_rad: Implementation of Crasstrack Theorem Prover

eror computation is correct

« Safety case fragment
for SW implementation

'

GB6_Linelntercept_Crosstrack: Line .
intercept for Cr;::rsatcrﬁ:k is computed E;:ET_;::{:?SF 4 PFO Of Of

s correctness safety/correctness

Y

G68_LineSlope_Crosstrack: Line
slope for Cross track is comgputed
correctly

<> 42




Summary

« Safety case provides assurance for safety based on: B33y B2 Va1
— Hazard identification and mitigation
— System/software boundary 1-888-550-SAFE
— Tracing from high to low-level requirements Your Comments Welcome
— Integration of formal and non-formal analyses
— Correspondence of formal analyses to case fragments
— Combination of top-down and bottom-up analyses

SAFETV R

 Concentrate on airworthiness ..
— Later: operations, NAS MY GOAL
e Next: | ;;_ 18885505AFE "-'

— Allow control of “design choices” in safety case 8 40DJ

— Mark-up language for evidence
— Include output of different tools
— Map to regulatory framework

— Incorporate tool qualification

— Queries and views

— Probabilistic reasoning
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